47 C.F.R, S ] i n
EB Docket 06-36-

Annual 64 200% ¢} CPNI Centification for:

|, Datafiled:

2. Name of company covered by this certificaton: _Custom Tel LLC

3. Form 499 Filer [D- _Rloe8m

4, Name ol signaiory: Damiel Cofoncy
5. Title of signatory: _ President

6. Ucrtifeatin:

. _Daniel L Coloney_. cenify that | am an officer of Custom Tel LLC | being ifs Presidest,
(the company named above, herein referred to as “the company™), and acting & an sgent of the
company, that [ have personal knowledge that the company has establishod aperating proceduses tha
are xdequate to ensure comgpliance with the Commission’s CPNI neles. See 47 CF.R. S: 64,2001 et
seig., whech is & subpart 10 smplemenl section 222 of the Communications Act of 1934 a5 amended,
ATUSC 220

Attached to this certificanon is an accompanyimg statcment explasing how the company's
procedures ensure thul the company is in compliance with the roquircments set fonh in scctiom
64,2001 =t seq. of the Commission's rules. See attached accompanying statement for details.,

The vinpany has ool taken any sctions (Le, proceedings instilaled or petitions filed by a
company at either state commissions. the court system, or ul the Commission ngainst data hrokers)
against data brokers in the past year,

The company has received wo customer compluints o the past year comceming the
ienauthariaed release of CENE

The company represents snd warrunts thul the shove certification is consistert with 47 CFR. §
117 which reguires truthfol and accwate statements 10 the Commission, The company albso

ackoowledges that false statements and misrepresentations to the Commission are panishable under
Titke 18 of the U_S. Code and may subgect it o enforcement sction.

Adlschrrents: Accompanying Statemnent explaining CPNI procedures
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The company has not received any customer complaints = the past year concerning the
wnauthorized release of CPNI1 and the company has received O number of customer
complaints seceived relved to unauthorized access 1o CPNIL but one (1) meident ol
wnauthorized dischesure of CPNL broken down by category or complaint as follows:

(n. lnstances of Emproper access by employecs:

(2). Instances of improper dischsnre 10 individuals not authorized w receive the
information: I Complaints

S Inslances af imgroper sveess o oalime information by individugly pot authorized
Lo view the infoemution: it Complaimes

If it was affirmative, above, the company woukd huve provided summary of all costomer
complamnts received im the past year concerndng the wnauthorized release of CPNL

Ihe company is aware of “lmplementation of the lckecommunications Act of 1996
Telescommunications Carriers” Lse of Customer Proprietary Network Information and Other
Customer information; IP-Enabled Services, CC Docket No. 96-1 15, WC Docket No. (4-36,
Report and Onder and Furber Notice of Proposed Rolemaking, 22 FCC Red 6927
{200TX-EPIC CPNI Onder™). See 47 U.S.C. §: 222"

The company understunds “47 C.F.R. §: 64.2009(¢) in that it states:

(1) “A tehecommunications carricr must have nn officer, as an agent of the cirmer, sign
and file with the Commuission a complance certificase va an anpual basis.

(2} That the officer must state an the contification that he or she has personal
knowledge that the company has established operating procedures that are
adeguate 1 ensure campliance with the rukes in iy subpan,

(5. that the carrier must provede 8 salement accompanying the certification
explaiming how ils opernting procedures ensure that it i or is ni in compliance
with the rules in this sabpon,

(). That the carrier must include an explanation of any actins lsken against dma
brokers and & summary of all customer complaints received in the past yoar
comaemning thwe unsuthesised release of CPNI.

() ‘Thet this filing must be made annually with the Enfiorcement Tiuresu on or hefore
March 1 in ER Docket Noo 06-36, for dala pertaming to the previous calendar

eur,

-

i ol 1l
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ii.

Attached Accompanyving Statement

I following are the measunes put In place by fhe carrier (herzin refermad tooas “the
company™) to protect CPNI from prelexting. The company understands that the throe
commeon Uypes of "presexting” are ideatity theft, sclling personal data for profit without
aathorization by the ewmer v using some other methed for snouping for informatien
whose rebease was nol astherized by the owser of the imformatios,

Pretoxting via identify thett
A} Idenatify theft via theft of physscal hardware containing CPNI Data

The company wtilizes physical security such as lochs and secarify
surveillance to protect physical hardware and limits physical scccss fo
anthurized persynnel. Also, certain portuble hardware such as laplops
have security featwres that provide additional secwrity.

(BL Idmﬂ} theft vin hnkmg. virual intrusion of systems that carry CPNL

Tqumﬁmmﬂqmﬂmmmimﬂm
unautherized socess via hacking and ather virtual methnds,

Pretexting via somme uther method for snooping for information whose releas: was

o authorized by the owner,

(AL Snuooping via socsal eagineening’ impersonation! false idenzification
Cuarding Measures:
The company s custnmer service persommel (the individuals meost likely
to be the targets of social enginecring) have spedific palicies that they
must follow 0 identify that they ure in contact with the oweser of the
CPNT data prior to discussing or revealing CPNL

{B), Snuoping by persommcd nol suthorized b socess data
Guurding Messures:
The company liits access of CPNI to autherized personnel only,

Pretextg by selling CPNI for profit without authorizatses by the owner

{A) Selling CPNI data by the company with other companics _l
Guarding Measures: |
The company does net share CPNI data with other compamies for ‘
markcting and profit purposes.

{H5). Sharing CPNI data for profit'markeling purposes by the company with
sister companies, subsidiaries, parent companics or joind venture crtifics.

Guarding Measures:
See pugee 4 1o 7 for ditails (nems 1w 18),
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The following items (1) 1o {1 &) are how the company puards CPNI agaanst pre-testing in the form
ol selling CPNI fix profit or marketnyg purposes by the company [0 s sister companics,
subsidianics, parent companics ar joinl venbure entities but withoot anthorization by the awner, In
the event that the company was to sell or share CPXI with its alfiliated entitics for marketing, or
prafit pamposes, il wawld strictly abide by the following policies in complionce with FOU rules as
outlined in section 222 of the Communications Act of 1934 as amended, 47 8.0, 222 (47 CER.
5 642000 1064 2011 el seg.).

How the company complics with 47 C.F. R, 5: 64.2001 - 64.2011 et seq,

{1} The company docs ot coable use, disclosare or permit access w UPNI for any marketing
purpases to any pevsons, enfitics paries outskle of the company withowl the specific
comeent of the customer that owns e CPNI data,

{2} Il the company wishes to shane CPNI with any subsidinrics or parcnt companies of the
cimpany and the custemer valy subscribes to only | category of service olfercd by the
compary, the company will securc the consent of the customer prior 10 sharing that CPNI
data with subsidiaries or parent companies of the compuny.

(31 In most cases, the company will 20 8 sicp above and try to secare the consent of 1l
customer o share CPNI data with suhsidierics and paresd companies of the company,
regardless of whether customer subscribes 1o | or mare than 1 type of service offered hy

i (4).  The company will mot utifize, disclose or permit access to CPNT data o slemtily or tmck
' customers that call competing service providers,

(5).  1f the company requires customes consent for wilizing, dischosing or permigling scoess w
CPNI cluta, the company will obexin consest theangh written, oral or electromic methods.

(6),  The company understands that carriers that r2ly an oral approval shall boar the burden of
proving that such approval has been given in compliance with the Commissina’s nles,

(Ty,  The company has a policy in which any customer approsals obtnined for the use,
dischosing or wiliation of CPNI data will remain in effect until the customer revokes or
limits sisch approval o disapproval.

{8 For all Opt-Out and Opt-in Approvesl Provesses wlilced by the Comgpany in which the
CPN] data is nsed for marketing communications related services to thal customner, the
company will make that custoaner’s detu individually sdentiTuble to the customer and staic
the specilic marketing pamose that CPNT wosld be utilised.
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(¥ Prior W any sefickation of the customer for approval, the compuny provides aotificubion o

the customer of the cuslomsr’s rights o restrict o use of, disclosure of, und access to thet
custamer’s CPNL

(10).  The company maintains records of notrfication, whelber oaul, written or electronic, for at
least one year. The company provides ndividual nofices 1o custumers when soliciting

1.

V.

g sbed

Vil

apprinal B use, Jasciove o permit sccess to customer’ s CPNL

(110 In cases wherz the company requests CPNI release requests from the cestomar, the
company inclisdes the fellowsng in its “Consent of Notice™

Sufficient nformation to enable the customer 1o make an mfcemed decisaon as to
whether to permit the company L use, disclose or penmil aceess (i, the customer's
CPNI

Statement declaring that the customer has a right, and that the company has the
duty, under fad cral law, 1 protoct the confidentialiny of CPNI

Specific statement on that the types of infurmation that constitute CIPNI (as
defimed im 64,2001} and the specafic entitics that will receive the CPNL deseribing
the purposes fur which CPNT will be used. and inform the cussomer of his or her
right to disapprove those ascs, and deny or withdraw access (o CTNI at gnyiime.

Starement advising the customer of the procise stops the customer must loke in
order 1o granl e demy access 4o CPNIL and clear statement that s denial of approval
will mot affect the provision of any services Lo which the costomer subseribes. The
company rlso provides a bricf stutement, in clear and newtral kenyuage, describing
conseyecnces directly resuling from the lack of access tp CPNL The company's
notification will be compechensible and s be misleading.

In cascs where the company wlilizcs written notiticatsoi, the notice will bo clear,
legible, sufficiently large type and be placed in an arca 50 as to he readily apparent
£ 3 CUStomer.

In the cvent that the notilication is o be ranstslcd intg another language, then all
portions of the company’s notification will be translaled o thal lamgsge,

The company will st include in the notification amy statement attempling o
cmoerage @ customer w freeze third-party access 10 CENIL
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(i1h  “Consent of Movice™ (continned from page 6...}
VL.  The notfication will state that any approval, or denial ol spproval for the use of
CPNE stside of the service w which the customer already subscribes fram the
company is valid wntil the cassomer affimatively revokes or linils such approval
or denizl.

IX.  The company's sodicitation for approval will state the cuslomer's CPNI righes
{defined in 47 C.F.R. §: 64.2001 to 64.2011 et seq.).

(12).  All of the compeny's notces specific to Ope-Out option will be provided via clectroaic or
written nodificatson. The company will mot utilize purely oral notificatsn.

(13). The company mwst wait 1 minimum of M days after giving customer notice and an
oppuriumity b opl-oul befpee asseming customer approval o use, dischose, or permit access to
CPNIL The company may, o its diseretion, peovidy for @ longer period for smtificstion and
opporiumity for opt-cut option. The company docs natily customers as o the appliceble waiting
persod for respanse before approval is assumed. The company alse shides by the following as far as
minimuEm waiting period

(14).  The company s opt-aut mechanism will provide notices fo the costomer evary two years,

(155 The company s e-mail besed opt-vwl notices will comply with the Following reguinements
in addition ta the roguirements gencrally applicable o notification:
. The eompany will obtain express, veriliable, prior spproval from the customer 1o
serwd nedices vin e-mail regasding their service in genenal, or CPNI in particular,

1l The company will albow customers to reply directly to c-mails contaiming CPNI
nolioes i arder @ apt-out.

M. Opt-osl e-mail notioes returned e the company as undeliverable must be sonl W
the customer m ancther form betore the company may consider the customer o
hawe received motive,

IV.  Carriers that use e-mail to send CPNT nothoes must ersasee that the suhpect [me of
the message clearly and acourately identifies the subject matter of the e-muil.

v, Febeoommunicalions caericrs must make available W every customer 2 method &
apt=tul that is of no additsanal cost o the custimer ad thal i uvaikshle 24 hours a
day, seven days a week Camers may satisfy this requirement throusgh n
combination of metheds, so long a5 all customers have the ability to opt-out ar mo
cost and are able to effectuate that choice whenever they choow.

g abed
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(16)  Tn terms of the company s Opt-in method, the company will provide natification 10 abtsin
apt-in approval through oral, writlen ar edectronic methods, with all such methods complyiag with
applicable fems listed priar m this aftachmaenl.

(17 lm One-Time Use of UPNI, the customer recopnizes that it may use oral outices 1o obtain
limited, noe-time use of CPNT for inbownd and outhaund costomer telephome contacts for 1be
duration of the call, regardiess of whether the compamy use opt-out or opt-in apprwal hased on the
mature of the contacl. However, the vempany will nol tilize ol consent and as sucl, will wiiliec
cillver wrilken or ebectronic notificatson and consewl methods.

{18k Llwe company will ensure thet all sotifications will comply with the requirements listed
abave but recognizes that weder FOC CPNI rules énablc 1he company to omit any of the following
patice provisions if not relevant to the limited use for which the company sccks CPNL
L Under the applicable FCC CPNI rubes. The company recopnizes that # will nol
need be advise customiens that il they opled-nd previously, no sctean is needed to
maintsin the opt-out election.

IL. | he company alvo recognizes that il need not advise customess that they may share
CPNE with the affiliates or third parties and nesd s name 1hose entities, if the
limited CI"NI usage will not result im use by, or disclosure o, an afTiliste or find
parly.

i, The company recopmizes that it need nat disclase the means by whivh & customer

can deny or withdraw fudure access 10 CPNL 50 long as the company explains
customers that the scope of the approval the carrier seeks i hiniled Lo onc-time
sl

V.  The company recegnises thal it may omit disclosure of the precise sivps =
customer must take in order to grant or deny scocss o UPNIL & bong as the
company clearly communicates that the customer can deny avcess 1o his CPN] for
the call,
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